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	Reason for change:
	Clause 4.2.2.2.3 in TS 23.502 defines the registration procedure with AMF reallocation. The procedure has security flaws which deny UEs of registrations when NAS reroute via RAN is performed. Detailed issue description can be found in tdoc S3-192454. It has been concluded the issue needs to be solved.
The cause of this problem lies in the fact that after NAS reroute via RAN to the Target AMF, the UE and the Target AMF may have inconsistent security contexts, which result in UE denying any NAS message from the Target AMF and eventually registration failure. 

Specifically, when the UE registers with no security context, the UE and the Initial AMF will establish security association. After NAS reroute via RAN to the Target AMF, the Target AMF is unable to retrieve the UE’s security context and will send NAS messages unprotected to the UE. The UE, being unware of the NAS reoute, will reject any unprotected NAS messages, hence leading to registration failure.  
When the UE registers with security context (called old security context), the UE and the Initial AMF may establish security association and new security context. After NAS reroute via RAN to the Target AMF, the Target AMF can only retrieve the old security context. In this case, the UE and the Target AMF will use different security contexts. The UE, being unware of the NAS reoute, will reject any NAS message from the Target AMF. 
This document proposes to solve this issue.
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	Before the UE establishes a new NAS security context with the Initial AMF, the UE shall save the current NAS security context, if any. When the Initial AMF decides that NAS reroute via (R)AN to the Target AMF is needed, it shall send an indication to the UE. The UE, based on the indication, shall delete the new NAS security context established with the Initial AMF and resume to use the saved NAS security context, and accept unprotected unauthentication request message.
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START OF 1st CHANGES
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6.9.X
Security handling in registration with AMF reallocation via RAN
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Figure 6.9.X-1 Security handling in registration with AMF reallocation via RAN

Step 1. The UE sends a Registration Request message. An indicator may be included in the Registration Request message to indicate UE’s capability to accept unprotected Authentication Request and resume the saved NAS security context.
Note: A Rel-16 UE shall include the indicator in the Registration Request message. 

Step 4.  When the Initial AMF decides to take into use the new NAS security context, which may result from the horizontal key derivation performed by the Old AMF, or primary authentication, or the Initial AMF selecting new security algorithms, the Initial AMF shall send a Security Mode Command messages to the UE. 

Step 5. After receiving the Security Mode Command message from the Initial AMF, the UE shall save the current NAS security context, if any.  

The new NAS security context is taken into use after the security mode control procedure. 
Step 9. If there is no indicator included in the Registration Request message, the Initial AMF, as specified in clause 4.2.2.2.3 in TS 23.502, shall perform direct NAS reroute; if there is an indicator in the Registration Request message, the Initial AMF shall, based on local policy, perform direct NAS reroute, or send an indication in a NAS message to the UE and perform NAS reroute via (R)AN, as specified in 7(B) in clause 4.2.2.2.3 in TS 23.502. 

The UE, based on the indication, shall resume to use the saved NAS security context and accept unprotected Authentication Request message. 

Note: If the UE has no NAS security context when receiving the Security Mode Command message from the Initial AMF, then after the UE receives the indication, the UE shall resume with no NAS security context and accept unprotected Authentication Request message.
***
END OF 1st CHANGE
**

(B): Step 7(B) in TS 23.502 clause 4.2.2.2.3, i.e. NAS reroute via (R)AN
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